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Note: This guide is for use with Windows Certificate Import Wizard X

Welcome to the Certificate Import

XP using Service Pack 3 and its in-built _
Wizard

Wireless Zero configuration service only.
Other wireless programs will likely work in
a similar fashion.

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, click Next,

1. Installing Security Certificate

The UoA-Wifi network requires your

computer to have a specific security
certificate installed. Windows XP does not -

come with this certificate so you will need

to install. In the next window, ensure that the
‘Automatically select the certificate...’
First, download the security certificate from option is selected, then, click *Next’:

the following URL:

http://www.auckland.ac.nz/webdav/s
ite central Shared for Current- tertci'::f:;tsﬂt:tr:lasaresystemﬂreaswheral:ertificatssarﬂkept.
students/student-it-

essentials/wireless-

n etwo rk ! d ocu ments l AddTru st Exte rna I (5) Automatically select the certificate store based on the type of certificate
%20CA%20Root.cer

Ensure that the certificate file is saved on
your Windows XP computer. In this
example, the certificate has been saved to
the desktop. Right click on the icon for the

‘AddTrustExternal CA Root’ certificate, coaid L vest> [ conel
then click on the option ‘Install —
Certificate’: - . . .
The certificate details will automatically
= detect. In the next window, Click ‘Finish’:
() 5can with ESET NOD32 ANtivirus Certificate Import Wizard X
Advanced options ’ Completing the Certificate Import
Wizard

| .

Send To » You have successfully completed the Certificate Import

wizard,
You have specified the following settings:

Certificate Store Selected Automatically determined by t
Content Certificate

Cut
Copy

Create Shortcut
Delete
Rename

rties
!-g;__ < >
AddTrustExter
nal CA Root
[ <oackl J[_Finsh | N concel |

You should now see the ‘Certificate Import
Wizard’ window. Click ‘Next"”:
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Next, a ‘Security Warning’ window will
open. To install the certificate, click ‘Yes’:

Security Warning
'2 ‘You are about to install a certificate from a certification authority (CA) claiming ko represent:
=3 addTrust External CA Roat

‘Windows cannot validate that the certificate is actually from "AddTrust External €4 Root”, You should confirm its
orign by contacting "AddTrust External €A Root”, The following number will assist you in this process:

Thumbgrit (shal): 02FAF3EZ 91435463 60765769 4DFSE4SE 68351868

‘Warning:

If you install this root certificate, Windowes will sutomatically trust any certificate issued by this CA. Installing 2
certificate with an unconfirmed thurmbpeink is & security risk. IF you chick "Yes™ you acknowledge this risk.

Do you wank to install this certificate?

This will complete the install. Click ‘OK’ to
close the final ‘Certificate Import Wizard’
window:

Certificate Import Wizard

-
1) Theimport was successful.

2. Creating a profile for UoA-WiFi

First, locate the wireless connection icon.
It should be on the System Tray at the
bottom right, and might look something
like this:

L1 10:31 a.m,

If this icon isn’t in the system tray, but you
do have a wireless card, then your wireless
card may be turned off. Find the switch for
it on your laptop and switch it to the ON
position.

Right-click on the this icon and select ‘View
Available Wireless Networks’. You should
now see the window for ‘Wireless Network
Connections’. Click on the network called
*‘UoA-WiFi’, then click *Connect’:
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11" Wireless Network Connection

4 Refresh network kst

<) Set up & wireless network] (t -Wil Manual
for & hame or small office |
Related Tasks

i) Leam about wirsless
networking

P Change the order of

preferred networks I
@ chango avarxed Unsecured wirsless nitwork il
sektings (D) UoA-Guest-WiFi
i Unsecured wireless network |i|“
I ﬁ» UnA-Secure
1 Securky-enabled vireiess natwark (WPAZ) allll
eduroam
(« ?)) ~

This ‘UoA-Wifi’ network will now be added
to your list of known networks. However,
Windows XP will not be able to detect the
UoA-WiFi settings correctly until the
network is manually configured.

3. Configuring UoA-WiFi

From the ‘Wireless Network Connection’
window click on *Change the order of
preferred networks’:

5" Wireless Network Connection rS?l

f e | Choose a wireless network

Network Tasks

& Refresh network list Click an ke in the kst below to connect to & wireless network in range or to get more
infarmation.

2 setup a wisless netwerk [l [ (e UoA-Wirl Validating identity ¢ &
for a home o small offce. [ || ﬁ |
| ¥ Securky-ensbled wireless netwark (WPAZ) anlll
Related Tasks (;i)) UoA
Unsscured wireless network: .[“H

JJ Learn sbout wireless
 —— UoA-Guest-WiFi

UoA-Secure

(@)
g Thangs the order of ﬁ H
preferred netwarks Unsacurad wirelsss network il
v ge advanced

(fﬁl)
*{' Security-enabled wireless network (WPAZ) alll
((ﬁ]) ‘eduroam
1 Security-enabled wireless network (WPAZ) alll
“ﬁ]) ECE-Robotics-Only
e wil

You should now see the ‘Wireless Network
Connection Properties’ window.

Click the *Wireless Networks’ tab, click

on ‘UoA-WiFi’ (Automatic)’ then click
‘Properties’:
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- Wireless Network Connection Properties @ In the next WindOW, select the ‘AddTrust
e : External CA Root’ option, then click on
Genefsl | Wireless Networks | Advanced \ - ’
T - = = Conflgure :
Use Windows to configure my wireless network settings

Available networks: Protected EAP Properties @El
To connect to, disconnect from, o find out more information
about wireless networks in range, click the button below. When connecting:

[ View Wireless Networks ] Validate server certificate

Connect to these servers:
Preferred networks: o [

Automatically connect to available networks in the order listed I

below:
@ Uoh Wi (Automalic) Move u st Externalca oot Al
——

|:] Certiposte Classe A Personne
[] certiposte Serveur
[] Certisign - Autoridade Certificadora - ACZ

[ Add... ] [ Remove [ Properties ] [[] Certisign - Autcoridade Certificadora - AC4
[] certisign Autoridade Certificadora AC1S v |
Leam about setting up wireless network < >

confiquration. !
[[]Do not prompt user to authorize new servers or trusted
certification authorities.

I oK i[ Cancel 7]

Select Authentication Method:

%Secured-ﬁassword (EAP-MSCHAP v2) ._
In the next window, click ‘Authentication’ [“Enable Fast Reconnect
then use the drop-down menu to change [“IEnable Quarantine checks

[ bisconnect if server does not present cryptobinding TLY

the EAP type to ‘Protected EAP (PEAP)’, (

. \ - y OK Cancel
then click on ‘Properties’: J| I

UoA-WiFi properties

.Associatomeﬂim ‘In the ne_xt window, un—,tlck the gptl‘on )
[ - ‘ Automatically use my...’, then click ‘OK":
EAP MSCHAPv2 Properties @

‘When connecting:

- 0O Automatically use my Windows logon name and
EAP type: | Protected EAP [PEAP) v password (and domain if any).

0K i ll Cancel

[¥] Authenticate as computer when computer information is available

To apply this configuration, click ‘OK’ on

E]Autherjticate as guest when user or computer information is the SUbsequent pop-up windows. When
nayolablo these steps are completed, you should be

able to login on the UoA-WiFi network.

4. Logging in on UoA-WiFi

Whenever you connect to UoA-WiFi, a

- speech bubble will prompt you to log in.
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Click here to select a certificate or other credentials for
connection to the network UoA-WiFi

Click on the speech bubble to bring up the
login screen. On the login screen, enter
your UoA ‘User name’ and ‘password’, then
click *OK’:

Enter Credentials @

User name: jblo012
Password: sesssess|
Logon domain:
Lo | [ Cancel ]

5. Browsing the Internet

You can now open your internet browser of
choice and access both University and non-
University websites.

To set up full-speed browsing for non-
University sites, set up NetLogin as
follows.

i. Download NetLogin

First, you will need to download the
NetLogin client. This programme is free
and is available from the following link:

http://ec.auckland.ac.nz/software.htm
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Depending on your laptop’s specifications,
download the 32 or 64 bit application for
version ‘Windows 3.0.4":

OS | Version

& |[Windows 3.0.4 - 32 bit application)

& |IWindows 3.0.4 - 64 bit application‘I

You will need to save this application to a
location of your choosing.

ii. Set Up Proxy Address

NetLogin will not work unless you enable
some settings in your internet browser. To
do this, open Internet Explorer, click on the
Tools menu at the top, then select Internet
Options:

Ip
Browsing History... Ctrl+Shift+Del ! Photos

x  B¥ Windows Live Live

s InPrivate Browsing Ctrl+Shift+P
¢ Favorites @]ntmﬁ Ex i g
— . Diagnose Connection Problems...
Reopen Last Browsing Session
9 Internet Exp InPrivate Filtering Ctrl+Shift+F
InPrivate Filtering Settings
What you can Pop-up Blocker »

SmartScreen Filter 3
Diagnose Col Manage Add-ons
Compatibility Vi

Compatibi

& More infor -

View Settings

Subscribe to this Feed.

Feed Discovery LS

Windows Update
Developer Tools F12

Send to Bluetooth Device...
OneNote Linked Notes

Send to OneNote

Blog This in Windows Live Writer

[ Intemet Options ]

In the ‘Internet Options’ window, Click on
the *Connections’ tab, then click on ‘LAN
settings’:
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r
Internet Options M

| General | seauity | Privacy IConiEt: Connections |iugans [ Advanced|

,_1@ To set up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connection: | LAN settings
Choose Settings above for dial-up settings.

[ox J[ o ]

In the LAN Settings window, tick the option
that says ‘Use automatic configuration
script’. In the address field, type the
following address:
http://www.ec.auckland.ac.nz/proxy.pac

The window should look like this:

r a
Local Area Network (LAN) Settings ﬁ

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[¥|Use automatic configuration script

Address  /www.ec.auddand.ac.nz/proxy.pac

Proxy server

Use a proxy server for your LAN (These settings will not apply to
' dial-up or VPN connections).

| OK l Cancel

Next, when prompted, click *OK’ on each of
the windows that you have already opened.

ili. Run NetLogin

To use NetLogin and browse UoA-WiFi at
full speed, ensure that you are connected
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to the UoA-WiFi wireless network. Next,
double-click on the NetLogin icon and sign
in with your UoA NetlD and password.

Note 1: If you want to use the default
wireless again, or the proxy settings are
causing issues with other Wireless
networks that you use, open your browser,
then click navigate through: Tools>Internet
Options=Connections=LAN Settings, then
un-tick ‘Use automatic configuration
script’. The window should look like this:

f 5
Local Area Network (LAN) Settings [

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

| Automatically detect settings
| Use automatic configuration script

vww.ec.auckland. ac.nzfproxy.pac
Proxy server

,Use a proxy server for your LAN (These settings will not apply to
' dial-up or VPN connections).

Bypass proxy server for local addresses

From now on, whenever you tick this box,
you will be able to use NetLogin, and
whenever you untick it, you will use the
default wireless service.

Note 2: These instructions only describe
how to set up the Proxy and get full-speed
browsing on Internet Explorer. If you wish
to use NetLogin with a different browser,
you will also need to set up the Proxy
address in that browser.



