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Disclaimer

Access to the data presented was 

managed by Statistics New Zealand 

under strict micro-data access 

protocols and in accordance with the 

security and confidentiality provisions of 

the Statistic Act 1975. The findings are 

not Official Statistics. The opinions, 

findings, recommendations, and 

conclusions expressed are those of the 

researcher, not Statistics NZ.
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Outline

Integrated Data Infrastructure (IDI)

What is it?  

Where did it come from?

Use of the IDI

Who is using it and how?

Virtual Health Information Network

Privacy and risk mitigation

Privacy protocols

Managing threats to privacy
2
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Integrated Data 
Infrastructure (IDI)
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History of NZ
Integrated Data

SNZ Integration projects prior to IDI

Student Loans and Allowances integrated Dataset

• IRD, MSD (StudyLink), MoE

Linked Employer-Employee Data (LEED)

• IRD, SNZ Business Data Frame

LEED-MSD Benefit Dynamics Data

Employment Outcomes of Tertiary Education Study

• LEED-MoE

LEED-Household Labour Force Survey
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Use of the IDI
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Who is using the IDI?

117 IDI projects listed on StatsNZ website

64 led (co-led) by government departments

MBIE: 13; MSD: 10; MOE: 8

41 led (co-led) by Universities

UOA: 13; Otago: 12 ; AUT: 7

12 led (co-led) by other groups

Motu:5

8
http://www.stats.govt.nz/browse_for_stats/snapshots-of-nz/integrated-data-infrastructure/researchers-using-idi.aspx
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Who is using the IDI?

GOVT UNIV OTHER TOTAL

Benefits and Social Services 10 1 1 12

Business and Employment 15 6 3 24

Education and Training 11 2 2 15

Family and Households 5 12 1 18

Health and Safety 8 18 2 28

Housing 4 1 2 7

Justice 4 0 0 4

Travel and Migration 7 1 1 9

TOTAL 64 41 12 117

9
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Health projects in the 
IDI

MAA2016-44 Long term outcomes for peri-viable births

MAA2016-21 The health impacts of playing Rugby

MAA2016-10 Environmental and occupational risk factors for 

chronic conditions

MAA2015-42 Impact of the MeNZB™ vaccine on gonorrhoea

MAA2015-41 Modelling the cost effectiveness of changes to 

income tax on obesity prevention perspective in New Zealand

MAA2014-22 The impacts of cancer, chronic disease, and acute 

health events on future employment, earnings, and benefit 

receipt among the working-age population

MAA2016-12 Using birth information to predict reaching key 

early childhood development indicators: identifying at risk 

populations

10
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11

What  

should I 

study?

http://www.careers.govt.nz/ tools/compare-study-options/

Outcomes of tertiary 
study

http://www.careers.govt.nz/tools/compare-study-options/
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Impact on percentage employed 1 year later

Impact of health 
conditions

Research undertaken by Silvia Dixon, Treasury

What impacts do eight selected health conditions have on 

the employment rates of working adults who experience 

them? 
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Impact of health 
conditions

Research undertaken by Silvia Dixon, Treasury

What impacts do eight selected health conditions have on 

the earnings of working adults who experience them? 
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Better Start National 
Science Challenge

14

The Better Start Challenge focuses on three 

critical areas of childhood development that 

have been linked to life course outcomes.

These are:

Obesity

Literacy

Mental Health

Autism Spectrum Disorder (ASD)
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Investigations

Obesity, ethnicity and deprivation over time

Unpacking the relationship between obesity, 

deprivation and ethnicity

Trajectories in obesity across Territorial authorities

Community Resources and obesity

Who's not doing the B4SC

Obesity and Lift the Lip oral health assessment

Seasonal trends in obesity

SSRI use and ASD Prevalence

15

Better Start National 
Science Challenge
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Obesity, ethnicity and 
deprivation over time
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Andrea t’ Mannetje (Massey)

•~2500 infants diagnosed per year, 20% of all

infant deaths in NZ

•Modifiable risk factors have not been studied

previously in NZ

•Overseas studies have suggested that

pharmaceutical, occupational exposures may be

risk factors, but sample sizes are small

Risk factors for 

congenital malformations

17
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•3000 babies with CM born in 2007-2009 selected 

from NZ Birth Defects Monitoring Programme

•Control babies selected from maternity data

•600 case and 600 control mothers interviewed

•Can information be obtained about the others by 

linking with IDI?

Risk factors for 

congenital malformations

18
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Risk factors for 

congenital malformations



T
h
e 

U
n
iv

er
si

ty
 o

f 
A

u
ck

la
n
d

N
ew

 Z
ea

la
n
d

Folate antagonists

Adjusted for baby’s sex, mother’s age, ethnicity, quals, 
smoking, nzdep, father on birth certificate
Most other CM types were suppressed due to small counts

OR (95% CI)

All CM Circulatory Musculoskeletal

3 months preconception 1.9 (1.2, 2.9) 2.8 (1.6, 4.9) 2.4 (1.3, 4.5)

First trimester 2.2 (1.3, 3.7) 2.7 (1.4, 5.4) 2.9 (1.4, 6.0)

Second trimester 2.1 (1.1, 4.0) 2.6 (1.1, 5.9) 2.6 (1.1, 6.3)

Third trimester 1.3 (0.8, 2.1) 1.0 (0.5, 2.2) 1.1 (0.5, 2.5)

20
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Other medications

Adjusted for covariates as previous
Diabetes effect may be due to diabetes rather than medications 
Small counts are still a problem

All CM
OR (95% CI)

Diabetes medications

3 months preconception 2.5 (1.4, 4.8)

First trimester 1.9 (1.0, 3.4)

Second trimester 2.6 (1.5, 4.5)

Third trimester 1.7 (1.2, 2.4)

Epilepsy medications (any trimester) 1.6 (1.1, 2.2)

21
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Virtual Health Information 
Network (www.vhin.co.nz)  

22

JOINT INITIATIVE

University of Otago 

(Tony Blakely)

University of Auckland 

(Barry Milne)

Massey University 

(Jeroen Douwes)

Ministry of Health 

(Kendra Telfar)

SNZ representation

Te Mana Rāraunga

representation

Core funding: 

Healthier Lives NSC

http://vhin.co.nz/
http://vhin.co.nz/
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VHIN Facebook

Request to join Facebook Group 

Discussions, queries & upcoming events

@vhin_network

vhin@otago.ac.nz

23

mailto:vhin@otago.ac.nz
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VHIN code sharing

IDI wiki

MeetaData

for access via RealMe email 

meetadata@stats.govt.nz

Websites: SNZ & vhin.co.nz / 

24

mailto:meetadata@stats.govt.nz
http://www.stats.govt.nz/browse_for_stats/snapshots-of-nz/integrated-data-infrastructure/idi-resources/examples-idi-code.aspx
vhin.co.nz
https://www.facebook.com/groups/1658066281071881/
https://www.facebook.com/groups/1658066281071881/
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Privacy

25



T
h
e 

U
n
iv

er
si

ty
 o

f 
A

u
ck

la
n
d

N
ew

 Z
ea

la
n
d

SNZ
Data Integration Policy

26
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Privacy protocols

27
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Privacy protocols

28

Nine privacy impact assessments undertaken (to date)
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Public attitudes

29

… But social licence is an ongoing process
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Identified privacy risks
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Privacy Risk Mitigation

1. Re-identification

Removal of identifiers, ‘Safe Data’

31
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Privacy Risk Mitigation

1. Re-identification

Bone-fide researchers, ‘Safe People’

32
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Privacy Risk Mitigation

1. Re-identification

Confidentialised Output: ‘Safe Output’

Counts

• Small cell counts suppressed (<6): Can never release 

attribute information about a single individual, or even a small 

number of individuals

• All cells ‘random rounded to base 3’

Other

• Income means to nearest $100 only

• Minimum and maximums not released unless >=6 have those 

values

33
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Privacy Risk Mitigation

1. Re-identification

DataLab Environment: ‘Safe Settings’

• Cannot transfer or email files outside of datalab environment 

(e.g., to another computer, usb drive)

• No printing, photography

• Non-approved people not allowed in datalab environment

Research is for statistical purposes, and is a public 

good research project: ‘Safe projects’

• All projects approved by Government Statistician 

(independent of Government by law)

• Projects encouraged to seek ethical approval

34
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Re-identification
Disasters

35

Massachusetts Group Insurance Commission released 

anonymised health data on state employees (1997)

To enable research to improve healthcare

Mass Governor assured public the privacy was protected by 

removal of identifiers

MIT CompSci grad student, Latanya Sweeney

Accessed the health data

Accessed electoral roll ($20) for Cambridge, Mass (where 

Governor lived), incl name, address, ZIP code, birthdate and sex 

of every voter

Six in Cambridge shared Gov’s birthdate; only three were men 

and only one lived in his ZIP code

She mailed all of the Gov’s health records to him…
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Re-identification
Disasters

36http://fivethirtyeight.com/features/why-betting-data-alone-cant-identify-match-fixers-in-tennis/ 16 Jan 2016

http://fivethirtyeight.com/features/why-betting-data-alone-cant-identify-match-fixers-in-tennis/
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Re-identification 
Disasters

37

Care.Data Initiative (UK, 2014)

Detailed NHS data made available to researchers

Privacy campaigners noted

If details of an individual’s treatment were in the public domain 

(e.g., Ed Milliband’s nose operation), that individual identifiable in 

the dataset, and all treatments within NHS able to be revealed for 

that individual

In the case of IDI, this would be mean all health details, 

tax details, benefit details, justice details, education 

details…

The dangers of n=1…

And the importance of SNZ’s safes…
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Summary

The IDI is a large, whole population dataset 

made up of constituent data from govt agencies, 

linked at the person level

Use to date has mainly been led by govt 

agencies, but use by academic researcher is 

increasing

Robust systems are in place to protect the 

privacy of individuals and public confidence in 

the initiative

But one screw up could ruin it for everyone….
38
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QUESTIONS?

39


